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ABSTRACT
Besides its enormous benefits to the industry and community the
Internet of Things (IoT) has introduced unique security challenges
to its enablers and adopters. As the trend in cybersecurity threats
continue to grow, it is likely to influence IoT deployments.
Therefore it is eminent that besides strengthening the security of
IoT systems we develop effective digital forensics techniques that
when breaches occur we can track the sources of attacks and bring
perpetrators to the due process with reliable digital evidence. The
biggest challenge in this regard is the heterogeneous nature of
devices in IoT systems and lack of unified standards. In this paper
we investigate digital forensics from IoT perspectives. We argue
that besides traditional digital forensics practices it is important to
have application-specific forensics in place to ensure collection of
evidence in context of specific IoT applications. We consider top
three IoT applications and introduce a model which deals with not
just traditional forensics but is applicable in digital as well as
application-specific forensics process. We believe that the
proposed model will enable collection, examination, analysis and
reporting of forensically sound evidence in an IoT applicationspecific digital forensics investigation.
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INTRODUCTION

Internet of Things (IoT) is heading towards maturity since its
inception less than a decade ago with staggering 50 billion [1] of
connected devices, mostly IoT, with $7.1 trillion [2] worth of
spending by 2020. A continuing addition of billions of devices into
our existing networks has triggered a push for private and
government organisations to develop, deploy and manage IoT
systems. Hence we see increasing deployment of IoT towards
industrial and smart city applications such as services, transport,
healthcare, environmental protection, and emergency services to
name a few.
There is a lot of research being conducted about the
interoperability and connectivity standards for IoT as well as some
focus on IoT security, privacy, availability and robustness, yet
security remains an open problem. Most importantly there has been
little focus on digital forensics in IoT. The tremendous amount of
data generated by IoT systems and value associated with this data
attracts variety of attacks. Since the IoT security is still evolving
there are high chances of breaches in IoT. It is vital that effective
digital forensics measures are developed in parallel with security
solutions in order to track sources of attacks and find reliable digital
evidence to expose perpetrators.
Fast pace expansion in IoT developments have also enabled
availability of many commercial applications. Kolias et al [3] have
noted major vendors jumping into the IoT market such as: Android
Things [4], Microsoft Azure IoT Hub [5], Samsung Atrik [6], Intel
Edison [7], Google Weave [8], Apple HomeKit [9], and supporting
cloud services such as IBM Bluemix [10], and Amazon AWS IoT
[11].
There are residual risks associated with IoT due to wireless
communication as primary media and the fact that the IoT devices
have inherent limitations in computational processing, power and
storage, complex security techniques are not viable. On the other
hand, users are encouraged to adopt IoT applications with a wrong
sense of security. Literature [12-15] have reported security and
privacy issues in IoT which are mostly inherited from the IoT
enabling technologies such as Wireless Sensor Networks (WSN)
and Radio-Frequency Identification (RFID).
This paper investigates digital forensics in IoT, examining the
industry established practices and guidelines and then as a novel

contribution introduces an application-specific digital forensics
investigative model. Although the proposed model will be
applicable in any IoT related forensics investigation, we
particularly provide example of artifacts of forensics importance in
three highly adopted IoT applications scenarios; Smart Home,
Wearables and Smart City.
The term IoT device or things will be used interchangeably
throughout the paper.
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IoT FORENSICS

Crime involving digital technologies is already on increase. The
emergence of fast paced IoT is contributing enormously in
transmission of data sometimes over inadequately protected
systems. Despite of many security measures in place it is likely
that the IoT system breaches will continue to increase as reported
by the HP in a recent study [16] that 84% of IoT adopters have
already experienced a security breach and 93% of executives
expect an IoT security breach in future. According to another
research report by HP [17], large number of IoT devices failed to
require passwords of sufficient complexity, communication
between the internet and local network was unencrypted, no
encryption was used when downloading software update and there
was an increasing concern about the security with the user
interfaces. Majority of these devices included some form of cloud
service and access through mobile apps. Ten of the most popular
devices analysed included from manufacturers of smart TVs,
webcams, remote power outlets, door locks, garage remotes, and
hubs for controlling multiple devices.
This realizes an important need for seamless digital forensic
processes to be in place to trace footprints of perpetrators when the
attacks are successful.
Digital forensics is handled differently depending on the case
scenario, event, organisations, and type of the digital system
involved. However, the fundamental objective of any digital
forensic investigation is to acquire forensically sound evidence
which can be used to determine an activity in the case under
investigation. There are various defined digital forensics processes
when methodologically applied deliver similar outcomes. We
leverage from NIST guide [18] which recommends four phase
digital forensics approach: collection, examination, analysis and
reporting.
During the collection phase, relevant data is identified,
collected and preserved without compromising its integrity. The
heterogeneous nature of devices in IoT makes identification of
sources of data a challenging task unlike traditional devices such as
computers, servers, or networks which contain some sort of storage
media such as hard disks, compact disks, flash or thumb drives. In
many cases data might not be stored on the device instead it will be
on a connected service which might be a cloud based system. After
identifying source of data, the acquisition type is determined which
is normally physical, logical or live acquisition. However, due to
the complexities of storage media in IoT devices, we might have to
look beyond these traditional extraction methods. We find
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SWDGE Best Practices [19] for data extraction as listed in Table 1
more suitable in IoT forensics.
Once data is collected, the examination process begins. The
objective here is to find any piece of information which is relevant
to a case or incident. There are several tools available to help with
the examination process such as EnCase, FTK, Autopsy,
OSForensics, ProDiscover and many more. If data or forensic
image is in a standard format these tools can help speed up the
examination process. These tools are also capable of performing
ASCII or Unicode searches if data is not in a standard format. The
absence of standard file structure in things makes the examination
process harder. This phase includes profiling of data and files as
well as addressing any compression and encryption hurdles which
may be in place to obscure data.
Analysis is the main component of digital forensics
investigative process which help interpret findings which may lead
to a particular conclusion. This phase includes clear identification
of persons, places, events, and items associated with a particular
case. This will also include correlation to various data. For
instance, geolocation data extracted from a vehicle’s GPS system
will help identify driving pattern, routes used, connectivity with
other vehicles or vehicular infrastructure.
Table 1: Data Extraction Methods
Data Extraction
Method
Manual

Logical
File System
Physical
(NonInvasive)
Physical
(Invasive)
Chip-Off

MicroRead

Method Description
Using the device’s proprietary system to
display the data present in device’s
memory
Extracting only a portion of the device’s
memory
Accessing the device’s file system
Physical acquisition of a device’s data
without physical tempering the device
Physically tempering the device to access
the circuit board
Removing and reading the device’s
memory chip to read data and conduct
analysis
Using high power microscope to have a
physical view of device’s memory cells to
extract data

The final phase of the forensics process is reporting where
results obtained from the analysis are presented. Sometimes reports
can be inclusive. In situations where an event have multiple
outcomes, each should be explained by using a methodological
approach which was adopted to reach the outcome.
The 10 most popular IoT applications reported by IoT
Analytics [20] ranked in popularity from high to low are:
a.
b.
c.
d.

Smart Home
Wearables
Smart City
Smart Grid

e.
f.
g.
h.
i.
j.

Industrial Internet
Connected Car
Connected Health
Smart Retail
Smart Supply Chain
Smart Farming

According to Verizon [23], Intelligent Traffic Management System
results in 20% reduction in travel time, 25% faster speeds, 15% fuel
savings, 41% reduction in signal delay and 44% fewer stops. Given
the short range network within the vehicle and need for long range
communication in vehicle-to-vehicle and vehicle-to-infrastructure,
various Vehicular Area Networks (VANETs) communication
protocols are used.

For the purpose of conceptualizing our proposed model we
consider top three applications: Smart Home, Wearables, and
Smart City.

2.1

Smart Home

Using the technology to make our life more comfortable seems to
be the driving force behind the popularity of Smart Home IoT
applications. Smart home applications include temperature control,
smart meters to monitor power and water consumption, quality of
air, smoke or gas leakage detection. We consider example of one
application Nest Smart Thermostat [21]. Nest Smart has introduced
its third generation of Nest Smart model which has enhanced
learning capability to learn family’s routine and automatically
adjust the temperature according to usage varying by number of
persons, area of the house used, and the temperature level needed
in a particular room or part of the house. This makes the use of
energy consumption efficient and help save the energy bills.
Accompanied mobile app can be used to change the schedule
remotely and generate alerts in case something goes wrong. Nest
Smart contains temperature, humidity, near-field activity, far-field
activity and ambient light sensors. Nest Smart works with WiFi
connection 802.11b/g/n at 2.4GHz or 5GHz, 802.15.4 at 2.4GHz,
and Bluetooth Low Energy (BLE).

2.2
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Our proposed ‘Application-Specific Digital Forensics Investigative
Model in Internet of Things’ as depicted in Figure 1, consists of
three independent components: Application-Specific Forensics,
Digital Forensics and Forensics Process. The flow of information
between these components varies depending on the type of
application under investigation. In most cases data will flow from
the ‘Application-Specific Forensics’ component and feed into
‘Digital Forensics’ component. Outcomes from these two
components will form into evidence through the ‘Forensics
Process’.

Application-Specific Forensics

Smart
Home

Digital Forensics

Cloud
Forensics

Smart
City

Network
Forensics

Things
Forensics

Wearables

Wearables

Wearables IoT applications range from enhancing the wearable
biosensor technologies, wireless body area networks, ehealth,
telemedicine, allied health, and as simple as fitness and activity
trackers. We consider example of VitalPatch [22] which provides
real-time, unattended monitoring of physiological data such as
single-lead electrocardiogram (ECG), respiratory rate, heart rate,
heart rate variability, skin temperature, body posture, activity
monitoring, and fall detection. It contains ECG electrodes to detect
heart rate, 3-axis MEMS accelerometer to detect motion, and
thermistor to detect skin temperature. It provides connectivity
through Bluetooth Low Energy (BLE) BT4.1 at 2.4-2.5 GHz.

2.3

THE PROPOSED MODEL

Forensics Process
Evidence

Colle
ction

Exam
inatio

n

sis
Analy

rting
Repo

Smart City

As an example for Smart City application we consider Intelligent
Traffic Management System (ITMS) of Verizon [23] which is
designed to improve traffic flow with smart traffic technology
using machine-to-machine (M2M) learning to help drivers decide
the efficient route. The system helps avoid traffic stops and roads
with congestion and provides real-time, best, and fastest route to
the destination, optimizing the overall flow of traffic. The smart
traffic technology is based on in-ground sensors and micro radars,
and wireless access points positioned at various locations which are
connected to smart vehicles on-dash communication system.

Figure 1: Application-Specific Digital Forensics Investigative
Model in Internet of Things.

3.1

Application-Specific Forensics

Application-specific forensics deals with the forensics issues
unique to a specific application. Although the overarching
forensics process will be similar but answers to questions such as
what extraction method would be appropriate in a particular
application may differ.
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Smart Home – The application-specific digital forensics
challenge for the Smart Home application Nest Smart will include
data extraction. Identifying the storage media and determining an
appropriate extraction method as listed in Table 1 would be the first
important task. There is a likely possibility that Nest Smart itself
is simply sensing the data and transferring it wirelessly to a
network, to an app on a mobile device or to a cloud system.
Wearables – The wearables involve perhaps the most sensitive
IoT applications where individual’s confidential health data is on
stake. Extracting data from tiny biosensors which may include
EEG, ECG, EMG, Blood Pressure sensors require careful handling
of the things. In a Wireless Body Area Network (WBAN) scenario
there is a possibility of some level of in-network processing and
aggregation of data.
Extracting that data will require a
methodological approach with a careful selection of extraction
methods.
Smart City – In the Intelligent Traffic Management System in
our Smart City application scenario things are most likely to be the
sensors and infotainment systems in vehicles as well as in-ground
sensors along the roads. There are limited tools available to extract
data from vehicles due to yet evolving technologies and lack of
standards practices. A vehicular digital system should be
considered like any other digital system and should be handled
carefully to avoid data destruction. Things in vehicles constitute
several sensing devices and computer processors connected
wirelessly within the vehicle and with the outside communication
systems.

3.2

Digital Forensics

The Digital Forensics component of our model deals with the
forensics processes in Things, Networks and Cloud.
3.2.1 Things Forensics. Things are likely to be at the physical layer
or perception layer, see Section 4, and often unattended. The digital
forensics process will need to deal with questions related to
physical tampering of the things, wireless or RF interference, any
rogue thing inserted in the network or any malicious code injected
in things.
The below section presents the type of artifacts which would be of
digital forensics value from the three IoT applications scenarios.
This is a non-exhaustive list of artifacts which will vary depending
on type of IoT application under investigation.
Smart Home (Nest Smart)
Forensics data of possible value from the Nest Smart system will
include:

System usage data

Time log revealing schedule of people in the house

Synch data with mobile devices indicating in-house or
outside access to the system

Wi-Fi connections
4

Wearables (VitalPatch)
Examining the VitalPatch will reveal forensics related artifacts of
individuals such as:

ECG trend

Respiratory rate

Heart rate and heart rate variability

Skin temperature

Body posture

Activity monitoring
Smart City (ITMS)
In the Intelligent Traffic Management System IoT application the
data of interest would include:

In-ground sensors and micro radar

Wireless access points

Sync information with other vehicles or road
infrastructure

Synch data from traffic signals and radars

Application data such as weather and traffic forecasts

Connected devices such as phones, media players, USB
drives, SD cards

Navigation data such as active routes, track logs, saved
locations, log of destinations visited

Parking locations data

Wi-Fi connections

Bluetooth connections

GPS time syncs

Odometer readings

In-vehicle events such as doors opening/closing, lights
on/off
SWGDE [19] has provided a list of best practices to extract data
from a vehicle’s infotainment and telematics system.
3.2.2 Network Forensics. Depending on the type of network
(WSN, WHAN, WPAN, WBAN, WLAN) the forensics step will
vary. Following are some of the areas where forensics related
artifacts can be helpful:

Wireless access point logs

Firewalls logs

6LoWPAN logs

Coordinators and base stations

RFID

Web proxy cache

IDS logs

Active Scans

Volatile and non-volatile memory
3.3.3 Cloud Forensics. Cloud forensics increases complexity in the
entire digital forensics process due to the challenges associated
with technical, legal, jurisdictional and organisational issues. Given
the scope of this paper IoT forensics, following artifacts in a cloud
network will be of interest:

Timeline logs









DHCP logs
Port scans
Metadata
Metadata logs
Control node logs
Interface logs
Runtime logs

With information collected from various artifacts and logs in IoT
devices, networks and cloud we are able to profile an attack pattern
which can help collect important evidence and determine source of
attack. For example, from the Wi-Fi connections in a Smart Home
network we can determine the log of users connected to the network
and profile a suspect if a breach has occurred. Similarly, having a
log of connectivity to a VitalPatch can help determine if someone
has tried to temper with an individual’s health data. Various sources
of data in Intelligent Traffic Management system IoT application
can help profile vehicles in a particular vicinity in case of an
incident which require further information about a suspect. GPS
data and synch information with other vehicles and radars can also
help determine presence of a suspect at a particular location at a
particular time. Network access data and cloud logs provides
critical information about users accessing networks in an intrusion
detection investigation.

3.3 Forensics Process
The forensics process will be much like any other type of forensics
investigation, a systematic and methodological approach to
evidence collection, preservation, chain of custody, and ensuring
its integrity from collection to reporting. However, the IoT
environments will likely to contain contextual evidence [24] or as
proposed in our model application-specific evidence. In IoT
context the forensics process will have to deal with different
approaches for evidence collection, examination, analysis and
reporting as shown in Table 2.
Table 2: IoT Application-specific digital forensics approaches
Digital Forensics
Phases
Collection
Examination
Analysis
Reporting

IoT application-specific context
Proprietary hardware and software tools
are required to collect data from things
Examining data using proprietary tools or
manually to collect evidence of interest
Depends on the technical, physical and
mechanical nature of the things
Demonstration of the evidence with the
things involved
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RELATED WORK

A generic digital forensics framework for IoT is proposed by [25]
which constitutes three modules: proactive process, IoT forensics,
the reactive process, and concurrent processes encompassing the
aforementioned three modules. The proactive process involves
several activities as it suggests is about digital forensics readiness
having planning and processes in place to deal with IoT security
incidents. IoT Forensics is the main module which deals with the
actual forensics techniques, target and methods. This module
primarily piggy backs on work done by [26]. Evidence acquisition
and the investigative process happens in the reactive process in
response to an incident of forensics concern. The concept of
concurrent processes is originally developed by [27] which deals
with the typical forensic such as authorization, documentation,
chain of custody and physical investigation.
A Forensic-Aware IoT (FAIoT) model is proposed by [26]
which addresses forensics at device, network and cloud levels. The
model contains two modules; secure evidence preservation and
secure provenance. The secure evidence preservation module
monitors all registered IoT devices and maintains evidence
repository. The secure provenance module preserves access to the
evidence to ensure its integrity. The security of provenance is
ensured by a secure provenance scheme [28].
A smart Forensics Edge Management System (FEMS) is
proposed by [29] which automatically sends necessary reports to
the users. FEMS uses a layered approach [30] consisting of
perception, network and application layers. In this approach
sensing and data collection is done by the perception layer. The
network layer links the perception layer to a central home gateway.
The application layer provides an interface between the users and
the smart systems. The two main functions of the FEMS are
security and forensics services. The security services include
network monitoring, intrusion detection and prevention, data
logging and lightweight security tools. The forensics services
consist of forensics functions such as data compression, parsing,
differentiation, timeline creation, incident escalation, reports
preparation and presentation.
An analysis on the security concerns of IoT [31] have
documented IoT security related issues across four layers
(perception, network, middleware, and Application) which are
proposed by [32]. The analysis ends with a security architecture,
proposed by [33] which has documented a layering approach to
address threats for perceptual, network, and application layers. The
three functions which encompass all three layers are identity
security, data security, control and behaviour security.
[34] have categorized IoT security constraints based on
hardware and software. The hardware constraints refer to the
computational, energy, memory and physical limitations which are
common in wireless sensor networks. While software constraints
cover much broader aspects such as embedded software, dynamic
security patch, mobility, scalability, multiplicity and dynamic
nature of the network topology. [35] have placed security and
privacy on top of their list of challenges and open research issues
in IoT. Followed by issues related to IPv6, Fog Computing,
Interoperability, and Context-Aware Computing.
5

A thorough survey of existing security protocols for IoT is
done by [36]. Their focus was security of communication in IoT.
They have structured their survey of security protocols around
physical (PHY), Medium Access Control (MAC), Adaptation,
Network and Application layers mainly emphasizing on IEEE
802.15.4, IEEE 802.15.4e, 6LoWPAN (Low Power Wireless
Personal Area Network), IPv6, ROLL (Routing Over Low-power
and Lossy Networks) RPL Routing Protocol for Low power and
Lossy Networks, and CoRE CoAP (Constrained Application
Protocol) protocols.
Another survey of network forensics is conducted by [37].
Many of the challenges reported by them are applicable in IoT
forensics due to heavy reliance on networks. Some of these
challenges are associated with high speed data transmission, data
storage on network devices, data extraction locations, access to IP
addresses, and ensuring the integrity and privacy of network data.
IoT security challenges are comprehensively addressed by [38].
They have also adopted the layering approach and have proposed a
security architecture addressing the security issues at perception,
transportation and application layers.
[39] have proposed a biometric-based solution to achieve endto-end security in IoT. They have also adopted layering approach
with device, communication, cloud, and application layers.
However, biometric based solution will not be applicable in cases
where there a biometric input is not available in a device such as
IoT in industrial automation or in a machine-to-machine
authentication scenario.
A top-down forensic approach to IoT forensic is proposed by
[40]. This approach uses a four tier model: Inception, interaction,
reconstruction and protection. The model uses a zone approach by
triaging internal, middle and external networks to investigate
intrusions. The major flaw in this approach is the absence of end
node device ‘things’ forensics. Table 3 summarizes some of the
layering approaches proposed in literature.
Table 3: Layering approach used in IoT in various studies

Application
Layer
Middleware
Transportation
Layer
Network layer
Perception
Layer
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Suchitra
et al
[12]


Ging
at al
[38]


Zhao
et al
[15]


Suo
et al
[32]


Chong
et al
[30]


















CONCLUSIONS AND FUTURE WORK

Internet of Things is increasing the capability of internet with
hundreds, if not thousands, of things being added each day. In
addition to increase in capability this has raised concerns about the
security of things, the networks and applications adopting the IoT.
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One of the major challenges is dealing with the heterogonous nature
of things which bring inherent security weaknesses hence making
them vulnerable to intrusions and attacks. This has inspired the
need for unique digital forensics measures which can address the
collection, examination, analysis and reporting of evidence in
application-specific IoT Systems. In this paper we have addressed
this need and have introduced an application-specific digital
forensics investigative model by pointing out the type of artifacts
which would be of forensics importance in IoT forensics. We have
presented a holistic forensics approach which encompasses existing
best practices in digital forensics industry as well as unique
application-specific model to deal with the range of evidence of
forensics value in varying IoT systems.
This paper sets a scene for development of application-specific
digital forensics processes, guidelines and tools which would be
beneficial in corporate high-tech investigations as well as for law
enforcement agencies to deal with the unique IoT forensics
challenges. As future directions of our research we plan to develop
tools to efficiently extract data from things and have an applied
approach of our proposed model. Furthermore, we will also
investigate the IoT security protocols which can be applicable in
conjunction with our model to have both strengthened security as
well as efficient digital forensics approach in IoT systems.
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